
(1) 

DATA SECURITY 

 &  

CRYPTOGRAPHY 

University of Basrah  

 College of Education for Pure Science  

 Computer Science Department         
 

Prof. Dr. Eng. Hamid AL-Asadi 

2016-2017 

FOURTH STAGE 



DATA SECURITY & CRYPTOGRAPHY 

(2) 

● General Introduction  

● Introduction to Number Theory 

● Classical Encryption Techniques 

● Block Ciphers and Data Encryption Standard (DES) 

● Advanced Encryption Standard (AES) 

● Stream Cipher 

● Public-Key Cryptography and Rivest-Shamir-Adleman 

Algorithm (RSA) 

● Key Managements 

2 ● Hash Algorithms 

● Digital Signatures 
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WHAT IS DATA SECURITY??? 
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• General 

Introduction  

Data security 

Categorizing  security  

Overview of Cryptology 

 

 

 

•2016 – 2017    University of Basrah - College of Education for Pure Science - Computer Science Department        Prof. Dr. Hamid AL-Asadi  

V1 



Overview of the field of cryptology 

Sender 

Snooper 

Recipient 

Insecure channel 

Confidential 
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Encryption & decryption  

Encrypted Text Original Text 

+ 

Secret key 

= 

Encrypted Text Original Text Secret key 

+ = 

Encryption 

Decryption 
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• Number Theory 
2  Numbers in different bases 

2 Time estimates for doing arithmetic 

2 prime numbers 2 composite numbers 

•2 The greatest common divisor  GCD&  the least 

common multiple LCM 

2 Modular arithmetic 

2 Euler phi-function φ(n)  2 relatively prime  

2 The Euclidean algorithm 

2 Euclid’s Extended Algorithm 
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2 Classical Encryption Techniques 

the plaintext x = (x0, x1, . . . , xn-1)  

are substituted by the letters in a ciphertext alphabet: 

  x = (x0, x1, . . . , xn-1)            ( y0, y1, . . . , yn-1). 

1. Substitution encryption techniques  

Ciphertext results when the positions of letters in the plaintext   

x = (x0, x1, . . . , xn-1)  

 are rearranged (x0, x1, . . . , xn-1)          (x π0 , x π1 , . . . , x π n-1 )  

according to a permutation π = (π0, π1, . . . , πn-1). 

2.Transposition Encryption Techniques  
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2 Monoalphabetic substitution ciphers. 

Substitution Encryption Techniques  

2 Polyalphabetic substitution ciphers. 

2 Homophonic substitution ciphers. 

2 Polygraphic substitution ciphers. 
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2 Monoalphabetic substitution ciphers. 
Shift cipher General monoalphabetic 

substitution/Random letter pairs 

•Caesar Cipher 
random permutation 

 2 Polygraphic substitution ciphers. 

Playfair Chipher 

2 Polyalphabetic substitution ciphers. 

Vigenere technique 

2 Cryptanalysis of the Substitution Cipher 

The frequency analysis 
(9) 
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•Permutation 

Cipher 
Columnar  

transposition  

cipher Double  

columnar  

transposition 

Digraph 

 columnar  

transposition 

 

The Transposition Cipher  
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Block cipher and data encryption standard 

•2 Simplified Data Encryption Standard (SDES) 

•2 Data Encryption Standard (DES) 

•2 The Advanced Encryption Standard (AES) 

•2 An initial permutation (IP); 

 2 A simple permutation function that switches (SW) the two 

halves of the data  

2 A permutation function that is inverse of the initial permutation. 

2  A complex function   

2  A complex function   

SDES 
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DES 

AES 
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Public-Key 

Cryptography 
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Goals 
❏  To review public-key cryptography. 

❏  To demonstrate that confidentiality and    

      authentication can be achieved  

      simultaneously with public-key cryptography. 

 

❏  To review the Rivest-Shamir-Adleman (RSA)  

      algorithm for public-key cryptography. 
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•Key Managements 

•Message Authentication 

•Hash Algorithms 

•Digital Signatures 
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Thank you for your Attention 
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